1 [Mpunoxxenue
PEKOMEH AN
0 Mepax MO MOBBIIICHUIO 3aAIUIIIEHHOCTH HHPOPMAITMOHHON HHPPACTPYKTYPHI
oOpasoBaTeibHbIX yupexaeHui Poccuiickoit @enepanuu

AHanmu3 cBeneHuMid 00 yrposax ©Oe3omacHOCTH HWH(OpMaNUU, MNPOBOAUMBIMA
B YCJOBHUSIX CKJaJbIBalOIICiicsi OOCTAaHOBKHM, YyKa3blBa€T Ha yBEJIMYEHHE YHCIa
KOMITBIOTEPHBIX aTaK U CBA3aHHBIX C HUIMHU YTE€UEK NMePCOHAIbHBIX TaHHbIX.

[IponomxkaroT GurcupoBaThCsi (PaKkThl OOJIBIIOTO KOJIMYECTBA (DUITMHTOBBIX MHCEM,
MOMBITOK BHEJAPEHUS] BUPYCOB-IIN(DPOBATBIIMKOB YEpPe3 MOYTOBBIC BIIOKEHHUS, a TaKkKe
PacchUIOK 3aBE0MO JIOKHBIX COOOIIEHUH 00 aKTax TeppopusmMa.

B uensx mpenoTBpallieHus peald3alMd yrpo3 0e30MacHOCTH HH(POPMAIMOHHOM
nHMpacTPYKTYphsl 00pa3oBaTeNbHbIX yupexaeHuid Poccuiickoit @eaepannu HE0OX0IUMO
IPUHATDH JOTIOJHUTEIbHBIE MEPHI 3aIIUTHI HHPOPMAIIHH:

1. OGecneunTth MNPUMEHEHHE CPEACTB AHTUBHUPYCHOM 3allUThl M aHTUCIaMa,
a TAK)KE CBOEBPEMEHHOE OOHOBJICHHE UX 0a3 JaHHBIX.

2. HactpouTe B cCpeacTBaXx AaHTHUBUPYCHOW 3alUThl, aHTUCHAmMa MPU HaJIUYHH)
MPOBEPKY BCEX MOCTYMAIOIMIMX HA JIEKTPOHHYIO MTOYTY BIOKEHUM.

3. [IpoundopmupoBath MOJIb30BATEIIEH uH()OpPMAITMOHHOM CHUCTEMBI
0 He0OX0AMMOCTH 0€301acHOM padOTHI € ANEKTPOHHOM OUYTOM, 2 UMEHHO:

- BHUMATEJIbHO NTPOBEPSATH aAPEC OTIIPABUTEIIS, JAXKE B CIIy4ae COBINAJACHUS UMEHU C
YK€ U3BECTHBIM KOHTAKTOM;

- HE OTKPBIBATh MMChMA OT HEM3BECTHBIX aJJPECATOB;

- IPOBEPSATH MUCbMA, B KOTOPBIX COJEPKATCs MPU3bIBBI K JEUCTBUSAM (Hampumep,
«OTKpOW», «IMPOYUTAN», «O3HAKOMBCSA»), @ TaKXKe C TeMaMH MNpo (QHUHAHCHI, OaHKH,
r€ONOJUTUYECKYI0 0OCTaHOBKY WJIH YTPO3bI;

- HE MEpPEeXOJUTh IO CChUIKAM, KOTOPBIE COAEPKATCS B JIIEKTPOHHBIX MHCbMaXx,
O0COOCHHO €CJIM OHM JJIMHHBIE HJIKM HA000POT, UCIIOJIb3YIOT CEPBHUCHI COKPAILIEHUSI CCHUIOK
(bit.ly, tinyurl.com u 1. 1.);

- HE HA)KMMAaTh Ha CChUIKU U3 MMChMA, €CJIM OHU 3aMEHEHbI Ha CIIOBA;

- IPOBEPSTh CCBUIKH, JAXE €CIU MHUCbMO IMOJYYEHO OT JPYroro MoJjb30BaTeNs
MH(OPMAITMOHHOW CUCTEMBI;

- HE OTKpBIBaTh BIIOKEHUS, OCOOEHHO €CIM B HHMX COJEpP)KaTCid JIOKYMEHTHI C
MaKpocaMmu, apXuBbl ¢ TapoJisiMu, a Takke ¢aiinbl ¢ pacmmpernusmu RTF, LNK, CHM,
VHD;

- He TIepeXOJUTh IO CChUIKAM MW HE CKayuBaTh (Hailyibl, coaep Kaniuecs
BO BXOJSIIUX TIOYTOBBIX COOOUICHMSIX, €CJIM CPEICTBAMU AHTUBUPYCHOM 3alllUThI
B YKa3aHHBIX BJIOXEHUSIX 0OHAPY>KEHO BPEJOHOCHOE IPOrpaMMHOE 00eCTIeYeHHE;

- BHUMATEJIIBHO OTHOCUTBHCA K MHCbMaM Ha HMHOCTPAaHHOM S3bIKE, C OOJIBIIUM
KOJIMYECTBOM ToyIy4aresneil u opdorpadhuyeckumu ommoKamu;

- B CIy4ae NOSIBJIEHUS COMHEHMI, HANPaBIATh MOJYYEHHOE MUChMO KaK BIIOKEHUE
aJIMUHUCTPATOPY MH(POPMAMOHHOU CUCTEMBI.

4. AKTUBHUPOBATH (110 BO3MOXXHOCTH) MEXAHHU3MbI MTPOBEPKHU SJIEKTPOHHOU MOYTHI,
MPOBEPKH TMOJUIMHHOCTA JOMEHA-OTIpaBUTENs (HAalpUMeEp, HCIOIb30BaTh TEXHOJOTUU
DKIM, DMARC, SPF), a Takke HacTpOUTh TMPOBEPKY BXOIANIUX IHCEM
C UCITOJIb30BAHUEM ITUX TEXHOJIOTUH.



5. 3a610KMpPOBaTH (IPH BO3MOXKHOCTH PIIOTyYEHHE MOJIB30BATENS MH(POPMAIMOHHOM
CHUCTEMBI B DJICKTPOHHBIX MUCbMax BiioxkeHui ¢ pacmmpenusmu ADE, ADP, APK, APPX,
APPXBUNDLE, BAT, CAB, CHM, CMD, COM, CPL, DLL, DMG, EX, EX , EXE, HTA,
INS, ISP, ISO, JAR, JS, JSE, LIB, LNK, MDE, MSC, MSI, MSIX, MSIXBUNDLE, MSP,
MST, NSH, PIF, PS1, SCR, SCT, SHB, SYS, VB, VBE, VBS, VHD, VXD, WSC, WSF,
WSH.

6. 3a0J10KMPOBATH JOCTABKY IMHCEM OT 3apyOEKHBIX JJOMEHOB-OTIPABUTENEH.

7. O0ecieunTh  pEryJsipHOE  OOHOBJIEHWE  HCIOJIB3YEMOIO  MPOTrpaMMHOIO
oOecreyeHus1, B TOM YUCJI€ HA CETEBBIX YCTPOIMCTBAX (MapLIpyTU3aTOpaxX, KOMMYyTaTOpax).

8. ObecneunTh HCIIOJIb30BAaHUE YCTOWYHMBBIX JUTMHHBIX napoJsuen
aJIMUHUCTPATUBHBIX YUETHBIX 3aIMCEH.

[Ipu noctymuieHnn Ha aipec AMEKTPOHHON MOYTHI 3aBEAOMO JIOKHOTO COOOIIEHUs 00
aKTe TeppopU3Ma HEOOXOAMMO IPUHATD CIIETYIOIINE MEPBIL:

1. IToctynuBuiee coobiieHne 00 akTe TEppOpU3Ma HE YAAIATh.

2. Ocy1iecTBUTh KOMHUPOBAHME TEKCTa COOOIIEHHS 00 akTe Teppopus3Ma B BUJE
CHUMKOB OJKpaHa YCTpPOWCTBa (CKPUHIIOTOB JHOO (OTOU300paKeHUH, MOIYyYECHHBIX
oCpeICTBOM ITU(poBOi poTodukcaiun).

2.1. Ha ckpunmorax (dhoTon3o0pakeHUsIX) MOJDKHA OTOOpakaThCs CIEMyIOast
uHpopMmaius 00 o0beKTe:

- Ha3BaHHWE TE€Mbl NUChbMa (B TOM YHUCIJIE €CJId NMHCbMO HE MMEeT Ha3BaHus: «<be3
TEMBI>»);

-aapec  JJEKTPOHHOM  TMOYTHl  OTHPABUTENS  MHCbMa, 3a(UKCUPOBAHHBIN
B rpade, 0003HaUeHHOU PEKBU3UTOM «OT:»;

- 1aTa ¥ BpeMs OTIPABIICHUS TMChMA;

- TEKCT NUChbMa (BKJIOYas MOANUCH K Hemy, Hanpumep: «C yBaxeHueM, VBan
MBaHOBY), KOTOPBIN MOXET COAEPKATHCS HEMOCPEACTBEHHO B MMCbME W/UJIN BO BIOXKEHUU
K HEMY B BHJI€ IPUKPETIICHHOTO (haiina.

2.2. 3adpukcupoBaTh Ha CKpPUHIIOTE/(POTOM300paKEHUM HAIUYUE B IHUCHME
BJIOYKEHUS], @ TAaK)K€ MPU OTKPHITUU €ro 3aUKCUPOBATh aHAJIOTUYHBIM CIIOCOOOM TEKCT,
KOTOPBIA OHO COIEPHKUT.

3. UckirounTh KOMHPOBAaHWE TEKCTa COOOMmEHHs 00 akTe Teppopu3Ma
(ckpUHIIOTHI/(POTON300pAKEHNS ) HEHaJIeKAILEro Ka4yecTBa, 00yCIJIOBJIEHHOT O
HEOPE)KHBIM KONUPOBaHUEM, POTOrparpOBaHUEM TEKCTOB.

4.1lpy HEBO3MOXKHOCTH (PUKCAMU COOOIIEHH 00 akTe Teppopu3Ma B BHUJEC
CKPUHIIOTOB/(POTOM300pAKEHUI OCYLIECTBUTh HUX (PUKCALMIO TOCPEACTBOM (PYHKIUI
KOIMPOBaHUsI U BCTaBKU B JAOKyMeHT Word (c coxpaHeHuMeM yKa3zaHHON HH(opMauuu
00 00BEKTE).

5. O moctynuBLIeEM COOOIIEHUH 00 aKTe TeppopU3Ma HE3aMEJIUTEIBbHO COOOIINTh
[0 €IMHOMY HOMEPY BbI30Ba SKCTPEHHBIX OMEPATUBHBIX CIIyKO0 «112» n1bo B Onrkaimii
OpraH BHYTPEHHUX JIE.



